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Lamla Magaqa
IT Systems Administrator / IT Specialist
📍 Broadacres AH, Sandton | 📞 081 706 3537 |
✉️ l.magaqa@gmail.com



PROFILE
Dedicated IT Specialist with solid experience in systems administration, Microsoft 365, Azure, and enterprise infrastructure support. Skilled in optimizing system performance, managing security, and delivering reliable technical solutions. Known for strong problem-solving abilities, clear communication, and a customer-focused approach. Consistently improves IT operations through efficient troubleshooting, documentation, and proactive system management.

TECHNICAL SKILLS
• Microsoft (SharePoint, Teams, Exchange, Intune, Purview)
• 3CX Administration
• Sophos Central, Firewall Management
• Backup & Disaster Recovery
• Project & Vendor Management
• IT Documentation & Training

WORK EXPERIENCE

IT Specialist / Systems Administrator — Engineering Institute of Technology (EIT) Johannesburg
Mar 2022 – Present
Provided technical support for hardware and software issues throughout the organization.
Installed and configured computer systems for faculty and staff use.
Assisted in maintaining network infrastructure and security protocols effectively.
Conducted routine system backups to ensure data integrity and availability.
Collaborated with team members to troubleshoot technical problems efficiently.
Documented IT processes and user guides for staff training purposes.
Monitored system performance to identify potential areas for improvement.
Responded to helpdesk tickets promptly to resolve user inquiries and issues.
Installed operating systems, applications, patches, updates. as needed.
Created user accounts, set up permissions, and monitored system security.
Maintained inventory of all IT equipment and supplies in use by the organization.
Trained end users on how to use new systems and technologies effectively.
Delivered local and remote Tier 1 IT support for hardware and software to company personnel.
Implemented and provided technical support for voice services and equipment.
Monitored network performance to determine adjustments needed.


Systems Administrator — ABSA Instant Life · Johannesburg
Jan 2018 – Feb 2022
Perform daily system monitoring.
Verifying the integrity and availability of all hardware, server resources, systems, and key processes.
Perform regular security monitoring on the antivirus to identify any possible intrusions.
Perform daily system backup operations, ensuring that all file systems and data are successfully
backed up.
Maintain Active Directory (AD); create, change, and delete user accounts as may be required.
Group policy management adhering to the Microsoft standard framework.
Managing server roles: WSUS, ADCS, DNS, DHCP.
Server virtualization using Hyper-V or VMware.
Maintaining and administering the Microsoft Exchange and Office 365 environments.
Managing Microsoft Azure, managing backups.
iOS and Android support.
Repair and recover from hardware or software failures, minimizing system downtime.
Maintain the server environment and monitor the equipment.
Creating and managing PowerShell scripts.
Reporting to executive management.
Manage customer relations.
Providing networking e.g. TCP/IP, DHCP, DNS, etc.
Supporting LAN and various WAN technologies.
Maintaining logs on servers.
Testing of newly implemented/ deployed Servers, services and network environments.
Identifying, troubleshooting/ resolving and reporting issue.

Onsite Representative — BCX Business Connections · Port Elizabeth
May 2017 – Dec 2017
Provided technical support for hardware and software issues throughout the organization.
Installed and configured computer systems for faculty and staff use.
Assisted in maintaining network infrastructure and security protocols effectively.
Conducted routine system backups to ensure data integrity and availability.
Collaborated with team members to troubleshoot technical problems efficiently.
Documented IT processes and user guides for staff training purposes.
Monitored system performance to identify potential areas for improvement.
Responded to help desk tickets promptly to resolve user inquiries and issues.
Installed operating systems, applications, patches, updates. as needed.
Created user accounts, set up permissions, and monitored system security.
Maintained inventory of all IT equipment and supplies in use by the organization.
Trained end users on how to use new systems and technologies effectively.
Delivered local and remote Tier 1 IT support for hardware and software to company personnel.
Implemented and provided technical support for voice services and equipment.
Monitored network performance to determine adjustments needed.









Senior Support Technician — Otel Communications · Port Elizabeth
Jul 2016 – Apr 2017
Supporting telecommunication environment, e.g. TCP/IT, VoIP, 3G, fiber, and routing configuration.
Surveying new sites, designing, and configuring networks and nodes according to the client’s needs.
Troubleshooting and resolving technical and networking issues efficiently.
Testing hardware and software before implementation.
Setting up PBX systems (3CX, Elastix, FreePBX, etc.).
Configuring IP phones (Yealink, Polycom, Cisco, etc.).
Configuring routers (Mikrotik, TP-Link, etc.).
Configuring switches (HP and Cisco).
Configuring access points (Cisco, Ubiquiti, HP, etc.).
Motioning and managing firewalls (FortiGate).
Testing in a testing environment.

Field Service Engineer — BCX Business Connections · Port Elizabeth
Jan 2015 – Jun 2016
Client visits and surveys for ShopRite, Spar, and Foschini groups.
Point of Sale installation and support for different clients, and server installation in both Linux and Windows environments.
Operating systems support.
Hardware installations and maintenance, e.g., Printers, Computers, Servers, switches and routers.
Adhering to different client-specific SLAs.
Monitoring client networks and minimizing downtime.
Affectively using Incident management software and other third-party software’s to ensure all clients’ technical issues are resolved quickly and efficiently.
Provide customers and users with Trainings.
Expired Contract.

EDUCATION & CERTIFICATIONS
• MTCNA – MikroTik Certified Network Associate (2016)
• NCIT – A+ / N+ (2008–2010)
• MCTS – Microsoft Certified Technology Specialist (2010)
• MCP – Microsoft Certified Professional (2010)
• MCSA – Microsoft Certified Solutions Associate (2010)


REFERENCES
Business Connection
Name: Mr Xolisa Phezisa Number: 073 645 5132

Sanlam
Name: Mr Pierrer De Ridder Number: 082 373 5662

SITA – Department of Agriculture
Name: Mr Neil Bambrige Number: 083 376 8412

Turnkey IT
Name: Mr Pieter Amos
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